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Customer environments and application 

requirements are evolving

Azure Arc 

How to govern

and operate across

disparate environments?

How to ensure security across 

the entire organization?

How to best enable innovation 

and developer agility?

How to meet regulatory 

requirements and overcome 

technical hurdles?

100’s–1,000’s of apps Diverse infrastructure Multi-cloud



Azure Stack Azure IoT

Azure Arc

Azure services



Organize and govern 
across environments

At-scale Kubernetes 
app management

Run data 
services anywhere

Azure Arc use cases



Azure is already trusted and 

proven by our customers. Azure 

Arc uses the same APIs and the 

same control plane as Azure, 

providing consistency across

the hybrid infrastructure, which 

increases productivity and 

reduces risk.”

With Azure Arc, we can centrally 

manage multiple edge locations 

and help our customers grow

and expand across the continent, 

creating more jobs and economic 

opportunities along the way."

For me, the main benefit is

that my managers do not have

to go to three different places

to see the health of our database 

environment. I want to reinforce 

this over and over again because 

that’s what’s driving us.”

Mike DeLuca

Global Lead for Hybrid

Calvin Karundu

Software Engineer
Kristina Melo

SQL Database Administrator



Management Services

Monitoring | Update | Containers | Backup | Security Center | More…

Access and Security

RBAC | MSPs | Subscriptions

Organization and Inventory

Search | Index | Groups | Tags 

Environments and Automation

Templates | Extensions

Governance and Compliance

Logs | Policy | Blueprints

Azure 
Resource 
Manager 

(ARM)

Azure Resources

Azure Customer

Tools and Experiences

Marketplace

Portal PowerShell

SDK

CLI API

Ecosystem

Customer’s Environments

Multi-Cloud On–Premises / Hosted Services 

Azure Arc

Azure Data Studio

Kubernetes Tools

Server Admin Tools

Existing

Tools



Azure Arc Architecture

Azure Arc Components

Resource specific tools

Azure Resource 
Manager (ARM)

Management 
Interfaces

Azure Portal

Azure CLI

Azure SDK

Identity

RBAC

Policy

Index

Groups

Etc.

Azure Arc Data 
Resource Provider (RP)

Container Registry

Azure Arc K8s
Resource Provider (RP)

Azure Arc Server 
Resource Provider (RP)

Customer locations (on-premises/clouds)

Azure data services

Kubernetes Cluster

Azure Arc 
Data Agent

Servers Linux

Windows 
Server

Azure Arc 
Server Agent

Azure Data Studio

K8s Native Tools

Cluster provisioning​

Cluster upgrade and

patch management​

Cluster lifecycle 

management​

Cluster monitoring 

Server Admin Tools

Azure PaaS 
Control

GitOps 
Manager

Azure Arc K8s Agent

Azure Arc Data Controller



Customer scenario
Organize & govern across environments

Overview

A large financial institution has sprawling server-based IT systems

deployed in corporate datacenters, hosters, and multi-cloud.

The sprawl is overwhelming, and it is impossible to manage and apply 

consistent governance across the environment and meet compliance 

needs

Business requirements

• Manage a mix of bare metal, Windows and Linux servers across 

locations and disparate systems

• Enable IT to apply at scale governance and security policies across all 

servers

• Enable application owners to apply, audit and remediate compliance 

to meet their own requirements

Multi-Cloud

On-Premises / Hosted Datacenters



Multi-Cloud

On-Premises / Hosted Datacenters

Azure Management
(Azure Resource Manager, Azure Policy, 

Azure Portal, API, CLI…)

Azure Arc

Azure Arc

Customer scenario
Organize & govern across environments

Key benefits from Azure Arc

• Asset organization and inventory with a unified 

view in the Azure Portal

• Universal governance anywhere through Azure 

Policy

• Built-in server compliance rules

• Central compliance view across all servers

• Self-service remediation

• Integration with Azure Lighthouse







Azure Arc enabled servers
Bring on-premises and multi-cloud servers to Azure with Azure Arc

Reach
Organize

and Inventory

At scale searchable inventory

Unify management experience 

Consistent VM extensions

Integrate with Azure Lighthouse

Governance
and Security

Built-in Azure policies

Server security baselines

Compliance across environments

Role-Based 
Operations

Central IT to manage
at-scale operations

Workload owners manage 
based on their access



Azure Arc enabled servers
Azure Arc enabled servers are auto-enrolled with additional Azure services

Additional services
Azure Policy

Azure Defender

Azure Sentinel

Azure Monitor

Change and inventory tracking

Update management

Azure Security Center

Just turn them on when you want to use them

AWS Linux 2



Azure Arc enabled servers
Connected Machine Agent

Azure Arc Connected Server (On-Premises, AWS EC2, etc.)

Azure Arc Connected Machine Agent

Hybrid Instance Metadata Service (HIMDS)
Handles managed identity and communication with Azure AD

Guest Configuration
Provides In-Guest Policy and Guest Configuration functionality, such 
as assessing whether the machine complies with required policies

Extension Manager
Manages VM extensions, including install, uninstall, and upgrade

Log Analytics
(MMAExtension)

Update 
Management

Parameters passed to the Agent:

• Subscription ID

• Location

• Resource Group

• Proxy (optional)

• Azure Service Principal

Azure AD

Log Analytics Workspace
HTTPS/443

HTTPS/443

Azure Resource Manager (ARM)

Hybrid Compute 
Resource Provider

Azure Portal
Az CLI

Azure SDK
REST API

Azure Admin

Authentication & 

Authorization

Guest Config
Resource Provider

HTTPS/443



Azure Arc enabled servers pricing

Additional services

No additional cost

Customers servers and clusters

Azure Policy—guest configuration

Azure Monitor

Azure Security Center

Azure Defender—standard

Azure Sentinel

Backup

Log Analytics

Service Map

Application Insights

Network Watcher

Azure Sentinel

Config and Change Management

Control plane functionality:

Tagging, management groups, activity logs, 

templates, Resource Graph, RBAC



Overview

An Energy company aims for an efficient and fully automated 

operation with AI everywhere

Customer operates various production sites, as well as run 

utility transporting from extraction to retail distribution

Massive data volume at the edge and need real-time insights

Business requirements

• Leverage existing OEM hardware and OpenShift K8s

• Automation at scale for IT control systems e.g., HA/DR, 

backup, CI/CD, DevOps

• Latest innovation automatically deployed from edge to cloud 

• Consistent security and governance

Azure data services

Fully managed services 

only available in Azure

Edge - real-time processing challenges

Data aggregation

Private Cloud - Enterprise business systems challenges

Model updates

Lots of manual effort for CI/CD, especially for data tier

Variety of DB engines, with versions facing EOS, 

security siloes; no elastic scale 

Mix of containers and VMs on OEM hardware

Custom code needed for 

streaming, data sync and AI

Legacy, basic database 

with no AI built

OEM edge servers/workstations

Sensors

Actuators



Key benefits from Azure Arc

• Any infrastructure, any K8s

• Always on the latest, no end-of-support

with evergreen SQL in Azure SQL DB

• Elastic scale on-premises with

PostgreSQL Hyperscale

• Azure SQL Database Edge with built-in

AI for real-time edge analytics

• Automation at scale with unified management 

of all data & AI assets

• Market leading security & governance 

consistently deployed everywhere
Edge - real-time processing challenges

Data aggregation

Private Cloud - Enterprise business systems challenges

Model updates

Lots of manual effort for CI/CD, especially for data tier

Variety of DB engines, with versions facing EOS, 

security siloes; no elastic scale 

Mix of containers and VMs on OEM hardware

Custom code needed for 

streaming, data sync and AI

Legacy, basic database 

with no AI built

OEM edge servers/workstations

Sensors

Actuators

K8s management

Azure Policy

Azure Role-based 

control

Azure Security Center

Azure Arc enabled data services



Azure Arc enabled data services
Bring Azure data services to on-premises, multi-cloud, and edge with Azure Arc

Now in preview Now in preview

Always 
current

Automated updates

Evergreen SQL

PostgreSQL Hyperscale on-

premises

Elastic 
scale

Deploy in seconds

Scale up, scale out

Automation at scale

Unified 
management

Single view for

on-premises and clouds

Use familiar tools

Unmatched 
security

Advanced Data Security

Azure Policy

Role-based Access Control

Cloud 
billing

Cloud billing on-premises

Cost efficiency



Azure Arc Integration

Azure Arc Data Controller Future 

Analytics Engines

PostgreSQL Hyperscale

Any Kubernetes Cluster

Azure Arc enabled data services architecture

azdata CLI
(powered by kubectl CLI)

Azure SQL Managed Instance Future 

data services

Any Infrastructure

collectdfluentbit collectdfluentbit

Kubernetes 
API

API

Backup

Monitoring & logs 

HA/DR

Azure Arc Integration

Scaling

Patching & Updates

Provisioning

AKS OpenShift kubeadmGKEEKS VMware TanzuAKS on Azure Stack HCI

Azure Data Studio

Azure Arc Extension

Data/Azure Admin

Azure Portal

Azure CLI
Identity

Azure RBAC & Policy

Advanced Data Security

Deployments & Config

Resource Inventory

Logs & Telemetry

Backup Retention

Consumption



Azure Arc enabled Microsoft SQL Server
Data management benefits for Azure Arc enabled servers

Flexibility Management
Governance
and Security

VMs and bare-metal servers

On-premises and multi-cloud

Searchable inventory

Free SQL Assessment

Azure Policy

Advanced data security

No migration needed for existing SQL Servers







Overview

A retailer with 100s of stores would like to move all in-store 

applications to containers running on a K8s clusters

They are faced with the challenge of how to uniformly deploy, 

configure and manage their containerized applications across 

multiple locations

Business requirements

• Bootstrap a new store to fully run with the applications and 

configuration that this store requires

• Enable IT to apply and monitor at scale governance across 

all stores

• Monitor the state of applications and configuration in all stores

• Integrate DevOps and Safe Deployment Practices for 

applications running in stores



Key benefits from Azure Arc

• Asset organization and inventory with a unified

view in the Azure Portal across all locations

• GitOps-based model for deploying configuration

as code to one or many clusters

• Application deployment and update at scale

• Source control based Safe Deployment 

Procedures when rolling new applications and 

configurations

• Developer tooling agnostic—use the tools they 

want

Azure Management
(Azure Resource Manager, Azure Policy, 

Azure Portal, API, CLI…)



Azure Arc enabled Kubernetes
Connect, manage, and operate Kubernetes clusters and applications running anywhere using Azure Arc

Now in Preview

ConfigureConnect
Govern 

and Secure
Operate

and Monitor

AKS OpenShiftkubeadm GKEEKS VMware Tanzu









GitOps – Definition & Principles

Git as the source of 

truth for a system

Git as the single place 

where we operate 

(create, change, and delete)

All changes are 

observable

https://www.weave.works/technologies/gitops/

System state described 

declaratively

State declaration versioned 

in source control

Approved changes are 

applied automatically

Agents enforce 

desired state

https://www.weave.works/technologies/gitops/


Azure Arc enabled Kubernetes GitOps Flow

Arc Connected 

Kubernetes Cluster

GitOps

Configurations

git

Repository

Flux Operator + 

Helm Operator

Application

Changes

git
merge

Flux 

pickup changes

Application V1

(Desired State)

Google Kubernetes 

Engine (GKE)

Elastic Kubernetes 

Service (EKS)

Rancher K3s

Azure Kubernetes 

Service on HCI

1 2 3

4

Application

Deployment
5

6

7

Application V2

(New Desired State)

Application

Rolling Update 8

Any Kubernetes, 

any Infrastructure



Azure Arc enabled Kubernetes 
Azure Monitor

Azure Arc enabled Kubernetes Cluster

node-1

pod-a pod-b

pod-c pod-d

oms-agent

Collect metrics 

and logs

node-2

pod-a pod-b

pod-c pod-d

oms-agent

Collect metrics 

and logs

node-n

pod-a pod-b

pod-c pod-d

oms-agent

Collect metrics 

and logs

Azure Monitor for containers

Workbooks Log Analytics Alerts

Send metrics and logs





Azure Arc enabled Kubernetes Cluster

Calling entity API Server azure-policy-addon

Fetch policy

definitions &

assignments

&

Report compliance

Azure Policy Service

Azure Arc enabled Kubernetes 
Azure Policy (Gatekeeper)

Gatekeeper

OPA

deploy

createwatch

AdmissionReview

request

AdmissionReview

response

allowed: false

kubectl apply –f privileged.yaml

Denied

Pod

Deployment

Service

Ingress

CRD

Config

PolicyTemplate
CRD

PolicyInstance
CRD





With Azure Arc, we can centrally manage 

multiple edge locations and help our 

customers grow and expand across

the continent, creating more jobs and 

economic opportunities along the way.”

Calvin Karundu
Software engineer

Africa’s Talking



Azure Arc is the key enabling technology 

for us to deliver software as a service to 

the edge within our customers' local on-

premises networks.”

Thomas Gossler
Chief Architect for Teamplay

Siemens



The Azure Arc Jumpstart GitHub Repository

1. Provide a “zero to hero” scenarios for multiple environments

and deployment type using as much automation as possible

2. Create a ”supermarket” experience by being able to take

“off the shelf” scenarios and implement it

3. Meeting Azure Arc customers where they are

https://aka.ms/AzureArcJumpstart

https://aka.ms/AzureArcJumpstart


Get started

https://aka.ms/Azure-Arc

https://aka.ms/Azure-Arc-Kubernetes

https://aka.ms/hybrid-data-services

Learn more

https://aka.ms/AzureArcJumpstart

https://aka.ms/AzureArcDocs

https://aka.ms/AzureArcLearn

Azure Arc
Any Infrastructure, Any Cloud

https://aka.ms/Azure-Arc
https://aka.ms/Azure-Arc-Kubernetes
https://aka.ms/hybrid-data-services
https://aka.ms/AzureArcJumpstart
https://aka.ms/AzureArcDocs
https://aka.ms/AzureArcLearn


Azure Arc roadmap

General availability
• Azure Arc enabled servers

Public preview
• Azure Arc enabled SQL Server
• Azure Arc enabled Kubernetes
• Azure Arc enabled data services

• Azure SQL DB
• Azure PostgreSQL Hyperscale

General availability
• Azure Arc enabled SQL Server
• Azure Arc enabled Kubernetes
• Azure Arc enabled data services

• Azure SQL Managed Instance
• Azure PostgreSQL Hyperscale



Resources

aka.ms/arc-introvideo

Introducing Azure Arc 

aka.ms/azurearcpricing
Azure Arc pricing page

aka.ms/arc-techcommunity

Deep dives on Azure Arc, best practices and 

more

aka.ms/arc-customerstories

Learn how other customers are implementing 

Azure Arc

https://aka.ms/arc-feedback

Public Q&A forum

AzureArcContact@microsoft.com 
Ask to be added to a common Teams site

and monthly call with engineering

aka.ms/arc-blog
Azure Arc: Extending Azure management to any 

infrastructure

aka.ms/arc-k8svideo

Kubernetes—Managing K8 clusters outside of 

Azure with Azure Arc

aka.ms/arc-serversvideo

Server management—Organize all your servers 

outside of Azure with Azure Arc

aka.ms/arc-serversdocs

Documentation for Azure Arc 

enabled servers

aka.ms/arc-k8sdocs

Documentation for Azure Arc 

enabled Kubernetes

aka.ms/AzureArcJumpstart

Azure Arc "Jumpstart" GitHub repository

aka.ms/arc-datablog

Blog – Run Azure data services on-premises, at 

the edge, and multi-cloud with Azure Arc

aka.ms/arc-data-mechanicsvideo

Demos on Azure Arc enabled data services, 

including SQL and PostgreSQL 

aka.ms/arc-data-ignitevideo

Ignite 2020 session—Bring Azure data services 

to on-premises, multi-cloud and edge

aka.ms/arc-datadocs

Documentation for Azure Arc 

enabled data services

Azure Arc all 
up overview

Azure Arc enabled
Kubernetes & servers

Azure Arc enabled
data services

https://aka.ms/arc-introvideo
https://aka.ms/azurearcpricing
https://aka.ms/arc-techcommunity
https://aka.ms/arc-customerstories
https://aka.ms/arc-feedback
mailto:AzureArcContact@microsoft.com
https://aka.ms/arc-blog
https://aka.ms/arc-K8svideo
https://aka.ms/arc-serversvideo
https://aka.ms/arc-serversdocs
https://aka.ms/arc-k8sdocs
https://aka.ms/AzureArcJumpstart
https://aka.ms/arc-datablog
https://aka.ms/arc-data-mechanicsvideo
https://aka.ms/arc-data-ignitevideo
https://aka.ms/arc-datadocs


Thank you


